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Abstract

.ó5�Î×Í���Ýó.®Þ, ¸!`ôÎ��ÛD.Ý¥�§¡Ã�.
.h, @~.ó5��GÎ×Í�b¶Ýó.®Þ, ôÌbÁ{ÝTà�Â. Í
ZÝx�êÝÎ'��+Û.ó5�Ý&Ë]°, |C9°]°õ��ÛD.
� Ýn;.

3 1978 O, ë�ÛD.� Rivest, Sharmir, õ Adleman è� RSA ÛD�Ù. 9ÍÛD

�ÙÝ�Û�Ðõ�Û�Ð�8!, �vã�Û�Ð.0��Û�Ð3�ÕîÎ×Í�æ

pÝ�®, .h�Û�Ð�|2�, Ì
“2��ÐÛD�Ù.” 9Ë]P�|¯;*ÝÔ]

�m�¯�=béÛÝ�Ð, &ðÊ)¨�Ýé\ç­�ÙÝº®�(.

��Ý1, RSA ÛD�ÙÝº®Î9øÝ. ´�, £GÄ6»ðWóC, �'ÎÑJó

m. 9×F��|�Õ, .
D3é\�Ý£]KÎ 0 õ 1 Ý*r, ©�Þ£]6vWü�

��Ý�-, »A: 512 T 1024 �-, Q¡Þ¸Æ:W×ÍÑJó m µ�|Ý. Q¡óC×

Íf m ���ÝJó n, |C�ÛàÝ�Ð e. 9øµ�|Þ�Z m »ðWÛZ c:

c = me mod n

Í�, me �î m Ý e g], mod n �ît| n Ýõó. 3@jTàÝ`Î, n õ e KÎ¯

�ó�Ý, ¸ÆÄ6Ð)©�Ýf�, ����óC. ÍZÝx�êÝµÎ1�9°¢óÝ

óC�.ó5�Ýn;.

¨3à��Ý»�¼1�. �' n = 143, e = 103.

m = 2, c = 2103 mod 143 = 63(= 10141204801825835211973625643008 mod 143)

m = 3, c = 3103 mod 143 = 16

m = 4, c = 4103 mod 143 = 108
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m = 5, c = 5103 mod 143 = 125

m = 6, c = 6103 mod 143 = 7

m = 7, c = 7103 mod 143 = 123

ã|îÝ»��|DÆÕ, Þ�Z m �¶ e g�¡, �Ot|n Ýõó, JhõóÞº

�^b!J. ôµÎ1, ��×Íó c, �DO m, ¸ÝÍÛZª?Î c, Î×��æpÝ�

Õ�®. ��ô&º®� 0 Õ n − 1 ×ÍÍÝ��, �µ�|ÿÕ�nÝ[? 	 n ��Ý

`Î	Q�|9ø�, ¬Î	 n ��Ý`Î, ×ÍÍÝ��µbjìÝ. I.�-
�H&

��ßÕ¨3�VÎ 46 �O, �v-
H&�Î3ßúÝ��, ôµÎ1&ÆyìÝ` 

�b 46 �O, 9Í` �y 1018 J. |NJÖ�|�×y0Í�!Ý m Ý�Õ^¼�Õ,

1018 JÝ` �Ã�|?�Õ 1024�ôµÎ� 24 �ó	 ;ð3 RSA ÛD�Ù�X¸à

Ý n b 150 9�ó�#�?�.

3 RSA ÛDÙ�, )°Ý[*ï[ÕÛZ�¡, A¢ÞÛZ»ðW�Z÷? 9�àÕì

�2P�

u a � n !², J aφ(n) ≡ 1 (mod n)

Í� φ(n) Î� 1 Õ n − 1 ÝJó�� n !²ÝJóÝÍó. (ËÍJó!², µÎhËJ

óÝt�2.óÎ 1 Ý�¤.) Ü»¼1 φ(6) = 2, .
� 1 Õ 5 Ý 5 ÍJó�, ©bËÍ

Jó, 1 õ 5, � 6 !². φ(7) = 6, .
� 1 Õ 6 Ý 6 ÍJó�, N×ÍJóK� 7 !².

bÝ φ(n) �¡, µ�|ãÛZ�Õ��Z, ��à××���. ]°Î��Õ�×Íó

d, ¸ÿ:

d · e ≡ 1 (mod φ(n))

ôµÎ1 d · e = k · φ(n) + 1. �h, ��µ�|:�©�ÞÛZ c �¶ d g, �Ot| n

Ýõó, µ�|ÝÕ�Z m:

cd mod n = (me)d mod n

= m(ed) mod n

= m(kφ(n)+1) mod n

= m(kφ(n))m mod n

= ((mφ(n))k)m mod n

= m

»A: n = 143, e = 103 `, φ(n) = 120, �Õÿ d = 7, .
 (7)(103) mod 120 =
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721 mod 120 = 1.

c = 63, m = 637 mod 143 = 2 (= 3938980639167 mod 143)

c = 16, m = 167 mod 143 = 3

c = 108, m = 1087 mod 143 = 4

c = 125, m = 1257 mod 143 = 5

c = 7, m = 77 mod 143 = 6

c = 123, m = 1237 mod 143 = 7

&Æ3/�:: d = 7 ÎA¢�ÕÿÕÝ. .
 d · e ≡ 1 (mod φ(n)), &ÆÌ d õ e

!
D-ô. ãh�á, e ÝÂ��|�-ã, ¸ÝÂ�� φ(n) !²��, ÍJµ0�ÕD

-ô d Ý. u e � φ(n) !², Jãt�2.ó�¨�§�á: D3ËÍJó x, y ¸ÿ

e · x + φ(n) · y = gcd(e, φ(n)) = 1

Þî«�PÝË\!`� mod φ(n) µ�|ÿÕ e · x ≡ 1 (mod φ(n)). .h, e ÝD-ô

µÎ x, ¸ÝÂ�|à�»8t°Oÿ.

t¡�1� φ(n) ÝÂ�A¢�Õ. µï�L, φ(n) µÎ� 1 Õ n − 1 � ÝJó� n

!²ÝÍó. ¬Îà#µï�L�lã9°JóÎÍ� n !², 	 n ��Ý`ÎÎ�@j

Ý. �'á¼ n Ý.ó5�,

n =
r∏

k=1

pek
k

J9°²ó pk, k = 1, 2, . . . , r, ÝJ¹óK� n �!²; D�, J� n !². ãh�|.Õ

ÿ:

φ(n) =
r∏

k=1

pek−1
k (pk − 1)

tÝî«Ý�P�², êG�á¼b�¢Í�Ý]°�|">2Oÿ φ(n) �Â. 9FE

RSA ÛD�ÙÝH�PÎ&ð¥�Ý. .
©��È�Õ� φ(n), µ�|à�Û�Ð e O

ÿ�Û�Ð d. .h, RSA ÛD�ÙÝH�µõ.ó5��ñRÛ��5Ýn;.

31�.ó5�Ý]°�G, &Æ�� RSA ÛD�ÙÝ×Í©P. RSA ÛD�Ùb×

Í��Ý?�, £µÎ�Ûõ�ÛÝ�Ð�|�!. �v, ãÍ�×Í�Ð��|Oÿ¨²

×Í�Ð, t&¯º5���ÝóÝ.ó. .h, �ÛÝ�Ð�|2�, h�ÙêÌ
“2�

�Ð” ÛD�Ù. 32��ÐÛD�Ù�, �«E];*Ýß¬�m�¯�ãÿ�àÝéÛ

�Ð, 9FEé\ç­ÝTà&ð¥�, .
3é\ç­îÎP°FXéÛ�ÐÝ.
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¨3¼1�.ó5�õ RSA ÛD�Ù� n ÝÂÝóC. �JóÝ.ó5�Õ9b9æ

p? 3 RSA ÛD�è�¼Ý	�, '�ïè�×��Ý�Jó, ¼Ã;5��JóÝ>�.

Í�×Í 129 �óÝJó
:

1143816257578888676692357799761466120102182

9672124236256256184293570693524573389783059

7123563958705058989075147599290026879543541

hó3è� 17 O�¡, ây�5��¼. 5�9Í 129 �ó¸àÝt&&2Ý 1600 õI

é\�®ì, ×��ÝâÍ9`��Õ��n. ¸Îì«ÞóÝ¶�:

3490529510847650949147849619903898133417764638493387843990820577 ×
32769132993266709549961988190834461413177642967992942539798288533

ãî«Ý¯@�|.ÿ, É¸�Õ^Ý�Õ>�|NËO¼�Ý` µ¦"×¹, �5�

200 �óÝJó3êGÝ*���)QÎ×��æpÝ�®. ¬ÎE©�Ý n b×°.ó

5�Ý]°�|�"2�.ó5�, 9×FºÅ( n ÝóC.

¨3&Æµ¼�A¢óCÊ	Ý n, ¸ÿ RSA ÛD�ÙÌb�ÈÝH�P. ´�, n �

�|Î×Í²ó. A� n Î×Í²ó, J φ(n) = n − 1. n ô��|Î×Í²óÝ¿g],

u n = ps, J�|àóÂ]°� xs − n = 0 Ý@q, �ÿÕ p. X|, n Ý.óÄ6�K�

âËÍ�!Ý²ó.

5� n Ý.ótà#Ý]°Î××?�+y 2 õ
√

n � ÝJó ÎÍ�|Jt n. ¬

Î9Í]°3 n ��Ý`ÎÎ�^b[£Ý, .
�?�Ýtó@3H9Ý. ¯@î, ¬�

m�?�+y 2 õ
√

n � ÝXbJó, ©m�?�+y 2 õ
√

n � Ý²óÎÍ�|J

t n µ�|Ý. Ç¸Ah, 	 n ÝÂ��Ý`Î, A¢®ßT;D9°²óôÎ×ÍæpÝ

®Þ. 4QAh, A� n Î&9�Ý²óÝ¶�Ý`Î, 9Í]°µ�|W�Ý5� n. 9

µÎ
%� n ;ðÎãËÍ��²óÝ¶�Ýæ..

� p õ q 
ËÍ��Ý²ó, v n = p · q. 4Q�á¼ p õ q ÝÂ, ¬Î	¸ÆÝÂ�

8�Ý`Î, µ�Èb^º5� n. .
 p õ q ÝÂ�8�, X|¸ÆÝÂ#� x = [
√

n].

� p = x− a, q = x + b, Í� a õ b KÎ&�ÝJó, J:

n = (x− a)(x + b)

= x2 + (b− a)x− ab

= x2 + (b− a− 1)x + (x− ab)x0
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u 0 ≤ b − a − 1 < x, v 0 ≤ x − ab < x, J n = x2 + (b − a − 1)x + (x − ab)x0 µÎÞ n

�îW x 
�Ý�¤. �� n õ x ÝÂ�¡, µ��|Oÿ α õ β ¸ÿ n = x2 + αx + β.

bÝ α õ β µ�|�ì�]�PO� a õ b ÝÂ.

b− a = α + 1

ab = x− β

¨3|×Í��Ý»�¼1�9Í.ó5�Ý]°. �' n = 187. x = [
√

187] = 13.

187 = (13)2 + 1(13) + 5, .h, α = 1, β = 5. �]�P

b− a = 1 + 1

ab = 13− 5

ÿ a = 2, b = 4. X|, p = 13− 2 = 11, q = 13 + 4 = 17.

|îÝ]°��W�5� n Ý.ó, a õ b ÝÂÄ6�� 0 ≤ b − a − 1 < x, v

0 ≤ x − ab < x. Ï×Íf�Î1 b > a, v�ÆÝ-��øÄ x. ÏÞÍf�Î1

0 < ab ≤ x. �' a õ b ÝÂ�8�, J¸ÆÝÂ#�
√

x. ôµÎ1 p õ q ÝG«t{�

-��ÕR, ub×��-óK8!`, n µ�|�î�Ý]°5�W�. ôµÎ1 p õ q

Ý-�K�3 n
1
4 |î��¸ RSA ÛD�ÙÌb×�ÝH�P.

9°f�ÎÍµ�|1J n ��|�5�Ý÷? �ÎÝ, �b&95�.óÝ]°ºÅ

(Õ n ÝóC. 3ÛD.���@~ RSA �ÙÝ��, p− 1 õ p + 1 �Õ°Î5�.ót

b[Ý�Õ°. u p− 1, p + 1, q− 1, q + 1 ©�â��Ý.ó, J9°�Õ°�|W�Ý5

� n. .h, &9ÛD.�3	`K-
à¼®ßRSAÛD�Ù�ÐÝËÍ²ó p õ q K

Ä6Îú²ó, ��n> p− 1 õ p + 15�.óÝ<\. �â RSA Ýæxï3è�hÛD

�Ù`ô-
Ah.

Pollard y 1974 Oè� p− 1 .ó5��Õ°. h°Xk5�ÝJó n Ä6�â�KË

Í².ó. 9Fâ?� RSA ÛD�ÙX¸àÝ n 8Ð). h]°´�3 1 � n− 1 � �

�óC×ÍJó a. u a � n �!², JÍ2.óµÎ×Í n Ý.ó. D�, u a � n !

², J�Õ

x = am mod n,

Í� m Î p− 1 Ý¹ó, � p Î n ÝØÍ².ó. ¬Î p ÎÎáÝ, A¢Oÿ m?

' t 
²ó, k 
ÑJó, &ÆÌ tk 
²� (prime power). u tk �|Jt p − 1, JÌ

tk 
 p − 1 Ý²�.ó (prime-power factor). Pollard Ý p − 1 �Õ°���×Íî& B,

ÍÂ;ð3 106 ¼�, Q¡�

m =Xb�y B Ý²�Ý¶�
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Þ@Ý1, EN×Í²ó t ¶î�y B Ýt�²�Ç�. �'Xb p − 1 Ý²�.óí�

øÄ B, J m Ä�Î p− 1 Ý¹ó. t¡, �Õ

d = gcd(x− 1, n)

u d > 1, J d 
 n Ý×Í.ó, ÍJ´?. ¬Î, u x = 1, v m Î�ó, J�Þ m t|

2, 3¥±�Õ x = am mod n ��:. u p− 1 T q− 1 Ý²�.óK�y B, Bach �ßJ

�h°b 0.5 Ý^£�|óE×Í a ¸ÿ n W�Ý�5�.

h°X|b[, Î.
 p− 1 Ñ?Î¶°N Z∗
p Ý order. 3�Õ x = am mod n ÝÄ�

��4QÎà mod n, ¬ÎqA�»õó�§, u n = p · q, J9°��Ey mod p )Q

ÎEÝ. ê.


ap−1 ≡ 1 mod p

X| p|(x− 1), ôÎ1 u x 6= 1, d = gcd(x− 1, n) µÎ n Ý.ó.

Williamsy 1982Oè�×Ív«Ý]°5�.ó,Ì
 p+1°. ¸à Lucas sequences,

ã��Õ x = am mod n. ôµÎ1,àb§� GF ∗(p2)ã� Z∗
p . GF ∗(p2)Ý order
 p+1.

.h, �'Xb p + 1 T q + 1 Ý²�.óí��, J n Ý.óµb���O�¼.

ÕÝ1985O, Hendrik õ Lenstra è�×Í±Ý.ó5��Õ°. h°ÎqAYi`a

îÝF

E(a, b) = {(x, y, z)|y2z ≡ x3 + axz2 + bz3, 4a4 + 27b2 6≡ 0 (mod n)}

X�LÝøðN¼ºÕÝ. 9ÍøðNÝ order, |E(a, b)|, �Gõ p ÝÂbn, ôõ a � b

ÝÂbn. u a õ b KÎ Zp �Ý-ô, J

(p + 1− 2
√

p) ≤ |E(a, b)| ≤ (p + 1 + 2
√

p)

	 a õ b ÝÂ�^ó��¡, |E(a, b)| ÝÂ�V�+yî�P�Ý�×Â. 9Í�Õ°?{

�Ý2]Î¸�|ó��!Ý a õ b, ¬v�|¿�Ý�Õ. Ah×¼, �O p− 1 T p + 1

�b��Ý²�.óµ^b9��LÝ. .
©E p− 1 T p + 1 �1�, µ	©nîËG

�, �Í�?9Ý�Q)QÎ�½Ý.

Q�, 9¬��î RSA ÛD�ÙÎP°�ÕH�Ý. ãy9°�Õ°)Qm���Ý

�Õ, �v¦� n Ý�-ó, Xm�Ý�Õ�¬�©ÎaPÝ¦�. .h, &Æ©�¦� n

Ý�-ó, µ�|¸ÿ RSA ÛD�ÙÌb×�ÝH�P.

|îÝ.ó5��Õ°KÎjE n Ý.ó p õ q Ý©P¼'�. ¨²b×vÝ5�.

ó�Õ°©õ n Ý��bn, �� p õ q Ý©PPn. »A: Þg ó° (quadratic seive)
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µÎ×ÍÎlÝ»�. h°'°0�×E x õ y, ¸ÿ

x 6≡ ±y (mod n)

x2 ≡ y2 (mod n)

ã x2 ≡ y2 (mod n) �|.ÿ x2 − y2 ≡ 0 (mod n), ôµÎ1

n|(x + y)(x− y)

êãy x 6≡ ±y (mod n), �|.ÿ n 6 | (x + y), n 6 | (x− y). .h, x + y õ x− y &�â

×Í n Ý.ó. ôµÎ1, gcd(n, x + y) õ gcd(n, x− y) µÎ n ÝËÍ.ó.

A¢Oÿ×à x õ y, ¸ÿ x 6≡ ±y (mod n) v x2 ≡ y2 (mod n) ÷? Þg ó°Ý

�¯Î: � w = [
√

n] + 1 ��, ××?� w2 mod n ÎÍ�|�5�W
 ¯��?Ý×à

²ó {p1, p2, . . . , ps} Ý¶�. A��|, µÿÕ×Í “?Ý” �P:

w2 ≡
s∏

k=1

pek
k

[/Õf s ��9Ý9°�P�¡, µ�|àW¨×Í�PÍ¼\KÎØ°ó¿]Ý¶

�, �\KÎ p1, p2, . . . , ps 9°²ó�óg]Ý¶�. Ë\5½;�µ�|ÿÕ x2 ≡ y2

(mod n). u x 6= ±y, µ�|5� n.

¨3|×Í��Ý»�¼1�Þg ó°� �' n = 33221. �ó�×à²ó,

B = {2, 3, 5, 7}. ��y
√

33221, Ç w = 183 ��, ××?� w2 mod 33221 ÎÍ�|5�

W²ó 2, 3, 5, 7 Ý¶�. |ìÎà�P�ÕÝ��.

1892 ≡ 2254

3782 ≡ 233172

5672 ≡ 223254

6822 ≡ 213151

8182 ≡ 253172

8352 ≡ 3851

8452 ≡ 214

9832 ≡ 263251

11692 ≡ 223253

12232 ≡ 2472
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12772 ≡ 233372

13372 ≡ 2333

...

ã 1892 ≡ 2254 �ÿ

1892 ≡ 2254 ≡ 502

.h, 1892 − 502 ≡ 0 mod 33221, ôµÎ1 (189 − 50)(189 + 50) �|� 33221 Jt, ùÇ

(139)(239) = k(33221), �ÿ 33221 = 139 × 239. \ï��|s¨àÍ¸P�, »A: Ï 2

P; Ï 10 Pà)Ï 11 P, ��, K�|5� n = 33221.

bÝ9Í.ó5�Ý�Õ°, Î�Î�î RSA ÛD�Ù�H�Ý÷? ô�ÎÝ. |êG

Ý�Õ*���, 9°.ó5�°X�5�ÝJóG�y RSA X¸àÝ2��Ð n Ý�

�. qA Montgomery, Silverman, Wagstaff �ßÝ@~�î, �5� 1024 �-ÝJó)Q

8	æp. qA.Õ��5� 1024 �-ÝJó n, ÿÕ 512 �-Ý.ó p T q, Äm�b

�V×�Í MIPS R10000 Ý�Õ^, Æ��V 3.75 × 1010 O�b 0.63 ÝW�^£. 9Í

` �VÎE"ßúÝ 2 ¹�.

ã|îÝ+Û��|á¼.ó5��¬3§¡îb�L, 3ÛD.îô�b�Â. Î×

ÍÂÿ@~Ýr½.
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